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Ansginnudasndesuledl (T Security Analyst)
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o nlnsent guduuAnsshwiauuaensde (Security Operations Center (SOC) Analyst)
o dnimsgivedlnl (Vulnerability Analyst)

o {idemysunnuvaendemsleiues (Cybersecurity Specialist)

e dnlasizvideyadiuanany (Threat Intelligence Analyst)

® JmniinwAruyasnse (Security Engineer)

° dnlasgianuUasaienialeiues (Cybersecurity Analyst)
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1 | Threat Management

1.1 msldiesestie (Tools) wasmadiafimunzaulunsifiusiusindeyadmune wu NMAP, IDS/IPS, Syslog

1.2 Mdesginassuueseteilianmaiusiusiudoya wu Event log, IDS Report, Firewalls log

ad o U A o A ' ' .
1.3 ’JSﬂ’]'i‘ijEJ\‘]ﬂuLLa%i‘UiJ@ﬂEJﬂﬂﬂ’nJWNi%‘U‘ULﬂi@‘U’WEJ@EJ'NmN’Wﬁ@J U Network Isolation, Honeypot,

Hardening

1.4 s3ungTnguirasAaraInsinyiALUaendensasauman el uens

2 | Vulnerability Management
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3 | Cyber Incident Response

weNAMHLANANSTENINSEANANAUNGANTTUTEIHANSENUAD Incident 19U Threat classification
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denuazldiaTosaNimunzanlunissiusuneumangIuMaRIa WU Forensics kit, Forensic

investigation suite

ANNEIAYTBINTHOATTENIAMMANITA! Incident LU N5deansAu Stakeholder, TngUseasRvaInTs

0@ (Purpose of communication processes), UNUMLAZAIUTURALY (Role-based responsibilities)

Tnswenmsfinutesiitadenmadeniifingalunisnevaussiowsnisal Incident 19y Bandwidth
consumption, Memory consumption, Unauthorized software, Unauthorized privileges, Memory

overflows

a3U57U7 Incident MARTULAYTURDUMEININA Incident WA LWU Reverse engineering, Patching,

Reconstruction/reimage, Update incident response plan

4 | Security Architecture and Tool Sets

93UNEANUALTUSVRINTOUNM YNNI (Frameworks), Uleue (Policies), N13AUAY (Controls), Tumauns
Uﬁﬁ’amu (Procedures) WU NIST, ISO, COBIT, ITIL, Password policy, Physical controls, Control testing

procedures

ldayaiieussimUpmaianudasaioniansaunea Wy Security issues associated with
context-based authentication, Security issues associated with identities, Security issues associated

with federation and single sign-on

nsrvdeuantnenssunnulaendemanaluladmsaumanaziidoiaueiuganuuugusun sy

AU 19 Security data analytics, Defense in depth

Tduaundintuiuaensdeluvagneglutiaimulusunsu (SDLC) wu Best practices during

software development, Secure coding best practices

WiguiguuasmanuuaniesinguizasdnsaumsnalumsldasesdioNvainvaiesuainuvasnsis
mamalulagansauma wu nsidenldiasesdledmiusiurudeya (Collective), nslinIaiadmsu
tosiu (Preventative), MslaiAsesiindmsuiaszit (Analytical), Mslaiasesdindmsungeding (Exploit),

o

nsldasesledmiunsnsiaiigauneumdng1un19eidvia (Forensics)
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